






































































































































































































































































http://en.wikipedia.org/wiki/Public-key_cryptography


























































































































































































http://en.wikipedia.org/wiki/Public-key_cryptography
































































http://en.wikipedia.org/wiki/Public-key_cryptography























































































































































































































































































	1	Introduction
	MOBOTIX Video System Solution
	The Decentralized MOBOTIX Concept
	For a Wide Variety of Applications
	All Functions at a Glance
	Practical Camera Layouts
	Cost-Efficient Monitor Wall Solution
	More Security in Case of an Alarm
	Fast Availability of Video Evidence
	Get the Most of What Is There
	Secure Handling of Sensitive Data
	Simple MOBOTIX Installation
	Total Costs Make the Difference
	An Example: Donbass Arena, Ukraine
	MxCC Performance Details
	2	System Installation and Initial Operation
	2.1	Setting Up MxControlCenter – Overview
	2.2	Power Supply and Network Connection of Cameras
	2.2.1	Power Supply When Connected Directly to a Computer
	2.2.2	Power Supply and Network Connection Using a PoE Switch

	2.3	Installing MxControlCenter
	2.3.1	System Requirements
	2.3.2	Automatic Installation of MxControlCenter

	2.4	Launching MxControlCenter for the First Time
	2.4.1	Finding and Configuring Video Sources
	2.4.2	Using the Video Sources in MxControlCenter
	2.4.3	Initial Installation of Hemispheric and 180° Cameras
	2.4.4	Saving the Initial Configuration


	3	Using MxControlCenter
	3.1	Elements of the Application Window
	3.1.1	MxControlCenter User Interface Elements
	3.1.2	MxControlCenter Toolbar Buttons
	3.1.3	MxControlCenter Sidebar Panels

	3.2	Live Video Surveillance
	3.2.1	Displaying Video Content in Layouts
	3.2.2	Switching Layouts
	3.2.3	Using Extra Windows to Display Video Sources
	3.2.4	Using Sequencers to Automatically Switch Cameras or Layouts
	3.2.5	Using a Video Wall to Display Cameras
	3.2.6	Using the Audio Features of a Camera
	3.2.7	Using the Camera to Switch Lights and Open Doors
	3.2.8	Using Image Post-Processing on Live Images
	3.2.9	Using the Virtual PTZ Functions on Live Images
	3.2.10	Using the Live Recording Feature

	3.3	Display Modes of the Application Window
	3.3.1	Scaling and Display Commands
	3.3.2	Using Saved Views
	3.3.3	Functions When the Application Window Is Minimized

	3.4	How the Alarm Features Work
	3.4.1	Visual Alarm Features
	3.4.2	Acoustic Alarm Features
	3.4.3	Reacting to Alarms

	3.5	Playing Back and Evaluating Recordings
	3.5.1	Example Scenarios
	3.5.2	Search/Playback in a Live Display Window
	3.5.3	Search/Playback in Layouts with Display Windows in Player Mode
	3.5.4	Synchronized Search/Playback of Several Cameras
	3.5.5	Playback in Layouts with Alarm Player Windows
	3.5.6	Post-Processing of Recorded Images
	3.5.7	Using the Virtual PTZ Features When Playing Back Recordings
	3.5.8	Using Event Searches
	3.5.9	Using Post Video Motion Detection in Recordings
	3.5.10	Using the Video Search
	3.5.11	Playing Back Recordings from the Local Archive
	3.5.12	Checking the Data Integrity of Recordings

	3.6	Saving, Printing and Exporting
	3.6.1	Saving Single Images
	3.6.2	Printing Single Images
	3.6.3	Exporting Recorded Video Footage

	3.7	Using MxAnalytics
	3.7.1	MxAnalytics Overview
	3.7.2	Calling Up Evaluations

	3.8	Additional User Functions
	3.8.1	Working with the Dead Man’s Switch
	3.8.2	Using the Two-Man Rule


	4	System Configuration
	4.1	Getting Started
	4.1.1	Installing MxControlCenter Manually
	4.1.2	Updating an Older Version of MxControlCenter
	4.1.3	Installing MxControlCenter Language Packages
	4.1.4	Installing the MOBOTIX MxPEG DirectShow Codec
	4.1.5	Configuring a Common Time Server
	4.1.6	MxStatus: Status Monitoring for Multiple MxControlCenter Computers

	4.2	Creating and Editing Layouts
	4.2.1	Creating Layouts
	4.2.2	Element Types Used in Layouts
	4.2.3	Defining Grid Layouts
	4.2.4	Defining Background Layouts
	4.2.5	More Options When Editing Layouts

	4.3	Setting Up Live Video Monitoring
	4.3.1	Planning a Layout Structure
	4.3.2	Configuring Layout Selection
	4.3.3	Configuring Sequencers
	4.3.4	Configuring Live Recording and the Local Archive
	4.3.5	Configuring Extra Windows
	4.3.6	Configuring MxControlCenter Remote-Control and a Video Wall

	4.4	Configuring the Program Views and the User Interface
	4.4.1	Configuring the Scaling and Display Functions
	4.4.2	Configuring the Toolbar
	4.4.3	Configuring MxControlCenter Views
	4.4.4	Configuring Functions for a Minimized or Hidden MxControlCenter

	4.5	Configuring Alarms and Recordings
	4.5.1	Configuring Alarms on the Cameras
	4.5.2	Configuring What to Record
	4.5.3	Configuring MxControlCenter Reactions
	4.5.4	Configuring Where to Record

	4.6	Configuring MxAnalytics
	4.6.1	Activating, Setting Process Parameters and Setting Up Storage
	4.6.2	Controlling Motion Detection (Time Tables) – Optional
	4.6.3	Customizing the Report Profiles Used for Analysis – Optional
	4.6.4	Generating Reports and Sending Automatically Via E-Mail
	4.6.5	Creating and Storing Suitable Evaluations in MxControlCenter

	4.7	Users, Groups and Group Rights
	4.7.1	Creating and Editing Groups and Users
	4.7.2	Editing Group Rights
	4.7.3	Implementing a Two-Man Rule
	4.7.4	Requiring Users to Enter a Reason for an Action

	4.8	Security Considerations
	4.8.1	General Thoughts on Network Security
	4.8.2	Restricting Public Access to the Cameras
	4.8.3	Securing the MxControlCenter Workstation
	4.8.4	Using Encrypted Connections to Access Cameras
	4.8.5	Signing the Recorded Video Data
	4.8.6	Configuring and Monitoring the Action Log
	4.8.7	Monitoring Camera Connections
	4.8.8	Configuring the Dead Man’s Switch

	4.9	Working with MxControlCenter Configurations
	4.9.1	Automatically Loading Program Settings
	4.9.2	Saving Program Settings and Exporting Installations
	4.9.3	Using Different MxControlCenter Configurations


	5	Enhanced Features
	5.1	Update Assistant - Software Updates and More
	5.1.1	Elements of the Update Assistant Dialog
	5.1.2	Update Assistant Toolbar Buttons
	5.1.3	Getting Started with Update Assistant
	5.1.4	Checking the Camera Connection Status
	5.1.5	Updating the Software of MOBOTIX Cameras
	5.1.6	Installing MOBOTIX Application Software
	5.1.7	Saving and Uploading Settings of One or More Cameras
	5.1.8	Backing Up and Restoring the Entire System
	5.1.9	Changing the Configuration of Many Cameras at Once
	5.1.10	Using Update Assistant as a Stand-Alone Application

	5.2	Using Snap Server NAS Systems
	5.2.1	Adding Overland Storage Snap Servers
	5.2.2	Configuring and Editing Snap Server Settings

	5.3	Connecting Remote Cameras Using DynDNS
	5.4	Using Pan/Tilt Heads, Third-Party Cameras and Joysticks
	5.4.1	Using MOBOTIX Cameras with Pan/Tilt Heads
	5.4.2	Integrating Third-Party IP PTZ Dome Cameras
	5.4.3	Integrating Analog Third-Party PTZ Cameras

	5.5	MxServer - Integrating Third-Party Cameras
	5.5.1	Introduction to MxServer
	5.5.2	MxServer - System Requirements and Installation
	5.5.3	Connecting an Analog PTZ Camera to MxServer
	5.5.4	Connecting a Third-Party IP Camera to MxServer
	5.5.5	Setting Up Recording in MxServer
	5.5.6	Automatically Starting MxServer on the Computer

	5.6	Using MxRemotePreview to Access Remote Recordings
	5.6.1	MxRemotePreview - System Requirements and Installation
	5.6.2	Installing MxRemotePreview on Windows with Apache Web Server
	5.6.3	Installing MxRemotePreview on Microsoft Internet Information Server 7
	5.6.4	Testing the Web Server with MxRemotePreview
	5.6.5	Using MxRemotePreview Servers to Access Video Sources

	5.7	Using MxControlCenter to Read SD Cards

	6	Reference
	6.1	The “Options” Dialog
	6.1.1	The “General” Tab
	6.1.2	The “Connection Defaults” Tab
	6.1.3	The “View” Tab
	6.1.4	The “Alarm Handling” Tab
	6.1.5	The “Remote Control” Tab
	6.1.6	The “Monitoring” Tab
	6.1.7	The “Action Log” Tab

	6.2	The “Properties of” Dialog
	6.2.1	The “Access Data” Tab
	6.2.2	The “Information” Tab
	6.2.3	The “Display” Tab
	6.2.4	The “PTZ/Rotor” Tab

	6.3	The “Camera Configuration” Dialog
	6.3.1	The “Overview” Tab
	6.3.2	The “Image Settings” Tab
	6.3.3	The “Exposure” Tab
	6.3.4	The “Recording” Tab
	6.3.5	The “Audio” Tab
	6.3.6	The “Events” Tab
	6.3.7	The “Network Messages” Tab
	6.3.8	The “Time Server” Tab
	6.3.9	The “MxAnalytics” Tab

	6.4	MxControlCenter Start Parameters

	A	Video Surveillance Implementation Guideline
	A.1	Collecting Information About the System
	A.2	Lab Installation of Components
	A.2.1	Defining Hardware Groups
	A.2.2	Naming/Labeling of All Components
	A.2.3	Connecting and Powering Up All Components
	A.2.4	Installing MxControlCenter on One Workstation

	A.3	Configuring the Storage Systems
	A.3.1	Configuring the Server Settings of the Storage System
	A.3.2	Configuring the Network Settings of the Storage System
	A.3.3	Finishing the Configuration of the Storage System

	A.4	Configuring the Camera Network Settings
	A.5	Creating and Distributing a Camera Master Configuration
	A.5.1	Overview
	A.5.2	Using the Quick Installation Wizard
	A.5.3	Setting the Admin Menu Options
	A.5.4	Additional Camera Settings
	A.5.5	Storing and Testing the Master Configuration
	A.5.6	Distributing the Master Configuration

	A.6	Adjusting Sets of Cameras
	A.7	Finishing the Lab Configuration of the Cameras
	A.8	Configuring MxControlCenter
	A.8.1	Configuring the Global Settings
	A.8.2	Adding Video Sources to the MxControlCenter Workstation
	A.8.3	Creating a Basic MxControlCenter Configuration
	A.8.4	Configuring the Alarm Handling
	A.8.5	Setting Additional Operating System Options

	A.9	Final Lab Test of All Components
	A.9.1	Testing and Correcting
	A.9.2	Exporting and Distributing MxControlCenter

	A.10	Mounting and Initial Operation
	A.11	Adjusting Individual Cameras
	A.12	Final Tests
	A.13	Hand-Off and User Training

	B	Troubleshooting
	B.1	Solutions to Common Issues
	B.1.1	Power and Connectivity Issues
	B.1.2	File Server/NAS Issues
	B.1.3	Camera Issues
	B.1.4	MxControlCenter Issues

	B.2	Using the MxControlCenter Error Log

	C	MOBOTIX Glossary
	Index
	Manufacturer

